Conficker Worm Will “Phone Home” April 1

How Will You Protect Your PCs and Networks?


Viruses and worms reduce productivity and increase the risk of lost or destroyed business and personal data. The Conficker worm has received a great deal attention from the media recently – and for good reason. Conficker (also known as Kido, Downup, or Downadup) surfaced in October 2008 and takes advantage of a known vulnerability in Windows. From Wikipedia:


The Conficker worm spreads itself primarily through a buffer overflow vulnerability in the Server Service on Windows computers. The worm uses a specially crafted RPC request to execute code on the target computer.


When executed on a computer, Conficker disables a number of system services such as Windows Automatic Update, Windows Security Center, Windows Defender and Windows Error Reporting.


It receives further instructions by connecting to a server. The instructions it receives may include to propagate, gather personal information and to download and install additional malware onto the victim's computer. The worm also attaches itself to certain Windows processes such as svchost.exe, explorer.exe and services.exe. 


A recent New York Times article (March 19, 2009) stated: 


An examination of the program reveals that the zombie computers are programmed to try to contact a control system for instructions on April 1. There has been a range of speculation about the nature of the threat posed by the botnet, from a wake-up call to a devastating attack…. The growing suspicion is that Conficker will ultimately be a computing-for-hire scheme. Researchers expect it will imitate the hottest fad in the computer industry, called cloud computing, in which companies like Amazon, Microsoft and Sun Microsystems sell computing as a service over the Internet.


Microsoft released a patch against Conficker in late October 2008 and continues to improve its defenses against the worm through Windows Update®. However, it’s been estimated that up to 30 percent of Windows PCs have not installed the October patch.


Anti-virus vendors such as Trend Micro have also released updates to defend against Conficker. 

What Should You Do?

1. Make sure your PCs are up to date with Microsoft patches. To find out if you’re current, click the following link, then choose the Express Option and run Windows Update. It may be necessary to run Windows Update several times; note that you may need to restart your PC more than once before all patches are installed. http://windowsupdate.microsoft.com/

2. Make sure you have Auto Updates enabled. From the Windows Update site, choose “Automatic Updates: Turned ON,” as shown in the following figure:
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3. Make sure your anti-virus software is up to date. Use the application’s Update option, as illustrated in the following figure:
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4. Eliminate the use of thumb drives and USB storage. This may, of course prove nearly impossible. However, users who connect their thumb drives to unknown machines greatly increase the risk of these drives becoming infected and spreading malware to your network. You may want to ban the use of thumb drives brought in by contractors or customers, and remind your employees not to connect their thumb drives to PCs outside the company.

5. Disable Autorun. Disabling Autorun may provide some protection against Conficker, although the benefits aren’t as strong as keeping Windows and your AV software updated. (Autorun is the feature that automatically runs start.exe programs on a CD when you pop it in the drive, or opens an interface for attached devices such as digital cameras, iPods, etc.) Disabling Autorun may actually cause headaches, as without Autorun, users must manually start CDs or attached devices.

How Can You Tell if You’re Infected?


Uptime Resources will review its managed clients to ensure that all servers show successful AV protection. We will call each Primary Account Contact to discuss further ways of protecting against the Conficker worm and other malware. If you have questions or concerns, please call the Uptime Resources IT Department at (415) 348-9900.


Meanwhile, you should be aware of behaviors that may indicate the presence of Conficker or other malware:

· Account lockout policies are automatically reset. 

· Certain Microsoft Windows services are automatically disabled (e.g., Automatic Updates, Background Intelligent Transfer Service [BITS], Windows Defender, or Error Reporting Services). 

· Domain controllers respond slowly to client requests. 

· The system network becomes unusually congested. You can check this by visually inspecting the Windows Task Manager system network chart. Press Ctrl-Alt-Del, and select the Networking tab.  

· Updates can’t be accessed from your anti-virus vendor’s website.

· Conficker launches a brute force dictionary attack against your administrator passwords, to help it spread through ADMIN$ shares. Choosing strong passwords is strongly advised! To test the strength of a password, visit the Microsoft password checker. For tips on creating strong passwords, see the Microsoft article Strong passwords: How to create and use them. 

