How Good is the Quality of Your Backup Systems?

Six Ways to Keep Your Data Safe Before You Need Your Backups

We’ve all heard the horror stories of companies that went out of business because they failed to back up their critical data. These days, we’ve moved beyond such obvious mistakes – we routinely save copies of our important files. 

Yet companies can still make disastrous errors when it comes to storing, securing, and recovering their data. These mistakes are nearly always spotted after it’s too late. How can you secure your critical information against losses that can bring your business to its knees?

1) Back up the right data.

ABC Inc. backed up its data to tape nightly. Once a week, they physically transported a backup tape off-site. They also made monthly off-site backups that were rotated annually. At any point, they felt they were prepared to restore any or all data from the previous 12 months. 

When ABC’s file server ran out of space, the network administrator added hard drives for 300 GB of additional storage. [[<= 300 GB doesn’t sound like much these days - ? - gb]] The hardware upgrade was successful, and the staff began storing project folders on the new space. Unfortunately, the network admin forgot to add the new share to the daily, weekly, and monthly backup jobs. When a user accidentally deleted an important file and requested that it be retrieved from backup, it was simply not available. In this case, more than 16 hours of work were lost and had to be recreated from scratch. 

System admins aren’t always to blame for lost data. End-users can make unfortunate storage decisions, too. It’s not uncommon for users to save important files on their local machines without backups, especially if they’re using applications that aren’t shared. For example, users love productivity tools that track tasks for the chronically disorganized (e.g., MindManager). But if the datafiles exist only on the user’s PC, a simple hard disk failure can inflict a huge productivity slam.

Small businesses owners should regularly ask three questions about the data that is critical to their overall business and their end-users: Where is the data? How is it being backed up? And how often? 

To avoid disasters such as ABC experienced, IT staff should audit the servers regularly and compare the data against the backup files. End-users should be reminded that any applications and data that reside on their local machines may not be included in backups. If your employees rely on local applications, you probably should upgrade your company’s backup strategy to include all desktops and laptops. 

2) Don’t use your backups as your version control system.

Earlier, we saw how ABC Inc. lost two days’ work because their new hard drives weren’t included in their backup routines. Obviously, the damage could have been much worse – if, for example, many more person-hours had gone into the documents that were inadvertently deleted. 

Thankfully, the lesson wasn’t too painful, yet it highlights another mistake that companies often make. Using backup tapes for version control isn’t a good idea. Before your important files ever reach your backup tapes, you should have a business process in place for saving multiple versions. If a user accidentally deletes a critical file, they should be able to open a recent version without having to access a backup tape. 

Small companies with fewer documents can discourage end-users from over-reliance on backup tapes by promoting better work habits. Big companies with larger data files and many people working on documents may need to purchase software that automates document versioning. A good way to visualize a version control system is as a simple yet powerful defense against disaster by accidental mouse-click.

3) Don’t rely on old, tired equipment for your backups.

Over time, companies tend to forget about their backup systems. But, let’s face it, hardware does wear out, and tapes don’t last forever. If you’re saving backups to disk, remember that all hard disks eventually fail. A formal hardware replacement policy is a good idea.

You should also keep your backup software updated. Imagine calling the backup software vendor for critical help, only to find that the software you’re using is so old, no one remembers how to provide the support you need! 

Here’s another important question: are any of the applications you’re using to run your business incompatible with older versions of your backup software?

To be safe, keep your software licensing current, purchase new tapes every quarter or two, and if you’re backing up to disk, replace the hardware before it fails. [[<= recommend RAID? - gb]]

4) Assign an employee to be responsible for backup.

The worst backup policy is one where nobody knows who’s in charge. You’ll be much better off assigning a mature employee who understands the importance of backups to manage the process. If a backup fails, your employees should know who to call for help.  

The “backup person” should conduct regular reviews of your backed-up data, and regularly test the restore process. He/she should be responsible for changing backup tapes, and ensuring that the tapes are promptly taken off-site. These daily rituals may be boring, but if a server fails, everyone will be grateful that the process was formally defined and strictly followed.

5) Consider adding disk backups to your backup strategy.

The most common backup hardware is a tape drive. Companies often run full nightly backups to tape, because tapes are small and portable, the technology is well-understood, and it’s easy to take the tapes off-site for protection. Tapes can also be encrypted for security.

But there’s a lot not to like about tape backups. Individual tapes can be damaged, and tape drives are prone to fail. Also, restoring a server from a tape is time-consuming. (You’ll never meet a network engineer who loves doing full server restores from tape.) Consider adding disks to your backup strategy, if only for the time-saving benefits. If your data changes quickly, disks are the way to go – disk-based backups can be run much more frequently, or even in real time. Restoring data from disk is also faster. Tapes are still best for taking data off-site for disaster recovery, but adding a disk-based system will make your day-to-day information backups simpler and faster.

6) Consider using a service-based solution to take your data off-site.

Are you smiling smugly because your company already secures its data in the ways we’ve described above? You’ve formally appointed a “data backup person.” You’re running frequent backups to tape and disk. You acquire new hardware before your backup systems wear out. You’re using a state-of-the-art version control system. And you’re regularly comparing your server data against backup files.

Question: What if the building that houses your IT facility burns down, or suffers a major earthquake? Wouldn’t you sleep better knowing that your data was safely copied off-site? 

There are many ways to accomplish this, from total off-site data mirroring as offered by Iron Mountain Digital’s LiveVault solutions, to hybrid services for large companies that include incremental backups over the Internet, regular online backups for your desktop PCs, and on-demand recovery, etc. [[<= inventing wildly... - gb]]

Regular backups are only the start. When it comes to keeping your data safe, the quality of your backup systems

 counts, too.

